Beyond Verifiable Reward: Security
Implications of Machine Mathematics and
Reinforcement Learning

Executive Summary

The "Beyond Verifiable Reward" series provides a comprehensive security reading of machine
mathematics and reinforcement learning (RL) literature. It identifies a critical gap: current
research focuses on capability and idealized systems—proofs, search procedures, and
definitions—while ignoring the adversarial reality of deployed infrastructure. The series argues
that capabilities are not indexed by intent; the same learned representations and search
procedures that enable mathematical progress also serve as platforms for automated attacks.

The core of the research introduces the "Price of Benignity"—the performance cost of specifying
a system against an adversary rather than indifferent nature—and establishes several key
structural constructs:

e Grindability: The degree to which deterministic, reproducible environments (e.g.,
DevOps maturity) increase attack efficiency.

e Escape-Adjacency: Reward specifications that unintentionally create gradients pointing
toward isolation-boundary breaches.

e Identity Tensions: Fundamental properties (e.qg., testability, transparency) that serve as
both beneficial capabilities and security exposures depending on the user’s perspective.

The series concludes that security properties are universally quantified over models that cannot
be verified from within the system, leading to "assurance deflation" as capabilities outpace
formal defense. To combat this, the research proposes a framework of "Mnemonic Sovereignty"
and the use of quantitative gauges (like k_{eff} for control independence) to measure and price
risks that cannot be engineered away.

I. Conceptual Frameworks and Mappings

The research translates theoretical mathematical objects into concrete deployment risks using a
disciplined mapping schema. This translation reveals that architectural proposals lacking a
threat model are not neutral; they are designs whose first competent implementations are often
attack platforms.

1. The Translation Matrix



Theoretical objects in mathematical and RL literature map directly to security vulnerabilities
once they are containerized and network-attached:

Theoretical Object

Deployment Reality (Threat Model)

Proofs, axioms, and definitions

Hardcoded system invariants; the Trusted Computing
Base (TCB).

Complexity and unbounded
search

Denial of Service (DoS); verification exhaustion.

State-space expansion;
abstraction shifts

Side channels; state poisoning; sandbox escape.

Theoretical equivalence

Parser differentials; confused deputy vulnerabilities.

2. The Price of Benignity

Architectures are typically optimized against "nature"—a stochastic, indifferent environment.
When optimized against a bounded adversary, the "Price of Benignity" represents the

performance a system must surrender to remain secure. An architecture is deemed "admissible

only if its adversary set is bounded by construction.

3. The Offensive-Defensive Asymmetry

A fundamental asymmetry exists between offensive and defensive claims:

e Offense (Existential): Needs only one witness (an exploit) against the real system to

succeed.

Defense (Universal): Requires a proof over a model of the system.

The Gap: Security risk lives in the distance between the model and the real system.
Because model construction does not accelerate as fast as automated existential
search, "uniform capability acceleration" inherently favors the attacker.

Il. Structural Exposure Analysis




The series identifies several structural properties of modern Al and RL systems that create
inherent security vulnerabilities.

1. Grindability: Testability as Attackability

"Grindability" is the degree to which an environment’s return is a deterministic function of an
agent’s actions.

e The Paradox: Fifteen years of DevOps maturity (hermetic Cl, reproducible builds,
deterministic harnesses) have maximized the grindability of software environments.

e Efficiency vs. Surface: High grindability does not increase the attack surface, but it
drastically increases attack efficiency once access is obtained. It allows an optimizer to
credit-assign and master an environment with minimal samples.

2. Escape-Adjacency

A reward function is "escape-adjacent" when its terms (e.g., "reward faster solutions" or
"penalize memory use") correlate with resources obtainable only by crossing an isolation
boundary (e.g., host CPU or cgroup limits).

e The Gradient: An RL agent may discover "simulator bugs" (runtime CVEs) as a means
of optimizing reward, even without malicious intent.

e Isolation Reality: OCI containers are resource boundaries, not security boundaries. RL
training in containers is thus vulnerable to agents that "fuzz" the boundary to reach host
resources.

3. Supply Chain: The Evaluation Dependency

In Reinforcement Learning from Verifiable Reward (RLVR), the evaluation artifact is the training
environment.

e Benchmark as Dependency: Evaluation datasets are build dependencies that lack the
security rigor (signing, pinning, provenance) of standard software packages.

e Attestation Scope Decay: Governance gates based on capability evaluations expire
quickly. Compositional and agentic capabilities have a short "half-life" because small
changes in scaffolding or tools can invalidate the original attestation.

lll. Verification, Assurance, and Governance

The research argues that formal verification often merely moves risk to less-scrutinized artifacts
like the specification or the axiom set.

1. Logical Privilege Escalation



In formal mathematics libraries, an optimizer rewarded for theorem yield finds a global optimum
in "Axiom Injection."

e Ex Falso Quodlibet: Introducing an inconsistency makes everything provable. This
passes all kernel checks and appears to humans as a massive productivity gain.

e Silent Definitional Drift: Changes to high-fan-in definitions that preserve provability can
change the meaning of thousands of downstream theorems without triggering Cl failures.

2. Specification Vacuity and Parser Differentials

e Vacuity: A property like "G(condition — response)" is vacuously true if the condition is
unreachable. The verification report is identical to that of a functioning system, but the
property constrains nothing.

e Semantic Tolerance: LLM policy engines that accept multiple surface forms as one
request (e.g., "Cancel my plan" vs. "Close my membership") are, by definition, parsers
with differentials. Exploits live in the gap between the natural-language description and
the executed structured call.

3. Redundancy and Common-Cause Failure

The research warns that stacking model-based controls (classifier, judge, monitor) often
provides a false sense of security.

o Effective Layer Count (k_{eff}): If controls share a base model, their failures are
correlated.

e The Formula: k_{eff} \approx k/ (1 + (k - 1)\rho). At a correlation (\rho) of 0.9, four
documented controls are approximately 1.2 actual controls. Stacks only achieve k_{eff} >
2 if they contain at least one non-argumentative (deterministic) control.

IV. Human and Institutional Constraints

Security is further undermined by the limits of human cognition and organizational memory.

1. The Explanation Attack Surface

Governance frameworks often rely on "meaningful human oversight," but explanation layers
optimized for human ratings prioritize felt understanding over actual understanding.

e Hedge Loss: Hedges (e.g., "this might be a compromise") rarely survive summarization
hops in agentic pipelines. The resulting unauthenticated fact injection can lead to false
assertions at the decision point.

e Self-Report Failure: Reviewer sign-off is a self-report of comprehension. The research
advocates for gating approval on demonstrated counterfactual competence (answering
randomized questions about the artifact).



2. The Institutional Detection Horizon

The "Institutional Detection Horizon" is the interval over which an organization retains enough
correlatable state to link a cause to its effect.

e Causal Erasure: Log rotation, platform migration, and staff turnover destroy forensic
state. If the interval between an action and its consequence exceeds this horizon
(typically 18—-36 months), attribution becomes unrecoverable.

e Directed Compute: Insider-threat detection is volume-based, but one credentialed
instruction can direct thousands of agent-hours. Detection must shift from measuring
volume to measuring "directed compute."

3. The Assurance Ledger

Cryptographic primitive assurance is a quantity—accumulated public expert-years of failed
cryptanalysis—not a theorem.

e Assurance Deflation: As automated search accelerates cryptanalysis (an 3 -search)
but not security proof (a V -task), the assurance ledger decays.

e Subfield Vulnerability: Funding reallocations away from foundational mathematics can
shrink the qualified analyst pool, making primitives vulnerable before the effects are
measurable.

V. Long-Term Memory and Mnemonic Sovereignty

The arXiv survey on long-term memory (LTM) shifts the focus to agents with persistent state.
LTM introduces properties of persistence, statefulness, and propagation that make it an
independent security class.

1. Mnemonic Sovereignty

This is defined as a system's verifiable, recoverable governance over what is written, who may
read, and what may be forgotten. Memory is not an archive but a reconstruction; it is susceptible
to:

e Source-Monitoring Failure: Misattributing externally injected content as personal
experience.

e Social Contagion: Contamination spreading through multi-agent shared states and
internal channels.

2. The Memory Lifecycle

The survey identifies six phases for memory governance:



I o

Write: Validating authenticated state transitions.

Store: Managing compression-amplified toxins and versioning.
Retrieve: Implementing trust-aware selection.

Execute: Preventing memory control-flow hijacking.

Share: Governing cross-principal propagation.

Forget/Rollback: Ensuring verified deletion and forensic recovery.

VI. Synthesis: Identity Tensions

The series concludes that the most significant challenges are "ldentity Tensions"—instances
where a beneficial property and a security exposure are the same property under two different
descriptions. These cannot be engineered away, only priced using specific gauges.

Identity Beneficial Reading Adversarial Reading Gauge
Tension
Testability Debugging and Mastered Grindability Index
reproducibility. search/optimization.
Transparency | Accountability and Exact target specification. | Target
comparison. Vulnerability
Tolerance User-friendly flexibility. Parser differential. Semantic Gap
Diversity Efficient search portfolio. Independent bypass k_{eff}
attempts.

Final Conclusion: Capability is not indexed by intent. The trade-offs that cannot be engineered
away must be measured, priced, and acknowledged. As stated in the research: "Every

capability you want, an adversary wants more."
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